
Microsoft 365 Gov Cloud:
How to Get There + 

6 Tips to Secure Your Org Once You’re There!
(including CoPilot!)

The information provided here is for informational and educational purposes and current as of the date of publication. The 
information is not a substitute for legal advice and does not necessarily reflect the opinion or policy position of the Municipal 
Association of South Carolina. 
Consult your attorney for advice concerning specific situations.



• Tom Erdely and Brian Reilly are Microsoft 365 
Engineers with decades of technical experience.

• Founded by Ron Braatz over 14 years ago, LiftOff 
focuses 100% on Microsoft 365 licensing, 
migration, and technology training projects.

• Over 1,000 Microsoft 365 projects including 500+ 
for State and Local Governments.

• We work exclusively in the Government 
Community Cloud and GCC High.

• We provide robust ongoing education for our 
clients centered around best practices for 
compliance and security.

LiftOff – Who are these guys?



▪ Appalachian Council of Gov

▪ City of Cayce

▪ City of Fort Mill

▪ City of Summerville

▪ Horry County

▪ Sumter County

▪ SC State Ports Authority

LiftOff in South Carolina

▪ Anderson County Sheriff

▪ City of Anderson

▪ City of Lexington

▪ Taylors District

▪ City of Bluffton

▪ City of Goose Creek

Brian RonTom

Thank You!



Created to meet the unique and evolving 
requirements of State and Local Governments.

Several ways to buy including AOSG through 
LiftOff and other vendors.

Confirm that you are in the right place. 

liftoffonline.com/365check
Only screened personnel have access.

Features that can support customers' CJIS 
requirements, HIPAA and FedRAMP.

This link explains 365 vs. Azure Gov 

https://aka.ms/AA632wo



The BIG Deployment Questions
Proper planning leads to a successful project

Do I need the Gov Community Cloud (GCC)?

What products should I buy?

Do I need an Office/Microsoft apps upgrade?

How do I purchase Microsoft 365 licenses?

Do I need a “compliance archive” or retention for 
public records requests? (probably.)

How do I secure my environment?

Do I want to synchronize my Active Directory?

Hybrid, Big Bang, or Staged Migration Strategy?

How much will this cost?

How the heck do we deploy all of this and how long 
will this take?

“I’m confident we could have 

done this ourselves in a year or 

so.

Instead, under the guidance of 

LiftOff, we did it in a month.”

-Joseph Mulvey, IT

Town of Newton, MA



Typical Project Timeline (100-200 users)

Project Assessment/Planning (week 1)

Pre-Staging (week 2)

Mail Migration (weeks 3-6)

IT Administrators Training (week 7)

Directory Sync/SMTP Relay (week 7)

Office 365 GO LIVE! (week 8)

Sta
ff C

o
m

m
u
n
ica

tio
n
s



Current System
Exchange 2007 and 
older, Google, Lotus, 

Novell.

Approach
Cloud tenant built 

while old system still 
functional. All users 

GO LIVE at same time.

Tools
Paid, third-party 
migration tools.

Comments
Cleanest, fastest and 

easiest migration path 
for Exchange 2007 

and prior.

Big Bang

Current System
POP/IMAP

Approach
Short-term hybrid 
where users are 

moved to the cloud 
one at a time, in 

functional groups.

Tools
Usually old-school 

PSTs.

Comments
Takes a long time but 

necessary when 
coming from 
POP/IMAP.

Phased

Project Profiles

Current System
Healthy Exchange 

2010+ system.

Approach
Old system and Office 
365 work in tandem. 
Users migrated and 

cutover in batches or 
all at once.

Tools
Free Microsoft 

migration tools.

Comments
Great option – no paid 
tools and no Outlook 

configuration.

Hybrid
Tenant to 

Tenant

Current System
Office 365 E Cloud 

moving to GCC.

Approach
Build GCC tenant with 
.onmicrosoft accounts. 
Bulk of work comes at 

GO LIVE.

Tools
Paid, third-party 
migration tools.

Comments
Can be very 

complicated. Timing 
of milestones critically 

important.

“To the 
Rescue!”

Current System
Office 365 migration 
in process but there 

are problems.

Approach
Discuss/diagnose 

issues with project. 
Decide to fix it or start 

over from scratch.

Tools
Depends.

Comments
Good for health 

checkups and security 
settings, etc.



*slideshow created with CoPilot for PowerPoint!



Copilot for Microsoft 365

Your AI assistant at work!

Helps you and your organization work more efficiently in 
Microsoft 365.

Integrated with Teams, Outlook, Word, Excel, PowerPoint 
and other apps at the office. Each app has its own CoPilot!

CoPilot for Microsoft 365 GCC is built on the secure 
foundation of Microsoft 365 GCC, adhering to all existing 
privacy, security, and compliance commitments.



Top 10 to "Try First"
with Microsoft 365 Copilot
Foundational skills for new users

Recap a meeting
 – let Copilot keep track of key 

topics and action items so you 
can stay focused during the 

meeting and avoid listening to 
the recording after.

1

Draft an email with notes and 

action items from meeting

Summarize an 
email thread 

– get quickly caught up to a 

long, complex email thread.

2

Click on the Summarize icon

Summarize a 
document 

– get right down to business 

by summarizing long 
documents and focusing 
on the relevant sections.

4

Give me a bulleted list of 

key points from file

Tell me about a 
topic/project 

– provide insights and 

analysis from across 
multiple sources to get 
up to speed quickly.

5

Tell me what's new about topic 

organized by emails, chats, and files?

Give me some 
ideas for …

– boost your creativity with 

ideas for your work such as 
agendas, product names, 
social media posts, etc.

6

Suggest 10 compelling 

taglines based on file

What did they say … 
– when you vaguely remember 

someone mentioning a topic, 
have Copilot do the research.

8

What did person 

say about topic

Translate a message 
– with business becoming 

increasingly international, it’s 
important to be able to read 
or write messages in other 

languages.

10

Translate the following 

text into French: 

Draft email 
–  personalize the tone and 

length.

3

Draft an email to [name] that 

informs them that Project X is 

delayed two weeks. Make it 

short and casual in tone. 

Revise this content 
– when you’ve got a rough 

draft of an idea, turn it into 
usable text and then vary 
the length and tone.

9

Rewrite with Copilot

For more prompts, visit Copilot Lab at: aka.ms/CopilotLab

Help me write … 
– jumpstart creativity and write 

and edit like a pro by getting a 
first draft in seconds.

7

Generate three ways 

to say [x] 

https://aka.ms/CopilotLab


Copilot for 
Teams 
(central AI hub)

Chatbot that works 
across all Microsoft 365 
apps and experiences.

Search and summarize 
Teams chats.

Prepare for upcoming 
Teams meetings, and 
then transcribe, recap, 
and summarize 
meeting notes.



Search in Teams chats



Copilot for Outlook

Save time by preparing initial draft emails based on 
your prompts.

Transform long email conversations into short key 
point summaries.

Have an AI "coach" provide feedback on your email's 
tone, sentiment, and clarity.

Quickly find old emails or calendar items based on 
your search terms.

Find calendar schedule openings to easily book 
meetings with your colleagues.



Draft emails



Summarize long threads



Copilot for 
Microsoft Word

Jump-start the creative process so 
you never start with a blank slate 
again.

Helps you write more efficiently, 
creatively, and better.

Easily improve content you 
already have.

Automatically corrects grammar 
and spelling mistakes.



Document 
Creation





Copilot for 
Microsoft Excel

Analyze, understand, and visualize 
your data with ease.

Get formula suggestions for 
complex calculations.

Easily highlight, filter, and sort your 
data.

Uncover hidden insights within 
your data.



Excel conditional formatting



Data Insights



Copilot for 
Microsoft 
PowerPoint

Easily turn your inspiration into 
stunning and professional 
presentations.

Summarize key points from longer 
presentations saving time.

Allow Copilot to organize your 
slideshow creating better 
presentations.

Generate slides or images with 
consistent messaging and branding.





Security and 
Compliance

Built on the secure foundation of Microsoft 365 GCC, adhering to all existing privacy, 
security, and compliance commitments.

Data Handling and Privacy: Copilot operates within your Microsoft 365 GCC tenant 
compliance boundary, ensuring that sensitive information remains protected and that 
all AI-driven processes are conducted securely. The system is designed to maintain the 
highest standards of data protection, ensuring compliance with FedRAMP, CJIS, IRS 1075 
and other key regulatory frameworks.

Copilot for Microsoft 365 GCC will be delivered with web grounding OFF by default. 
This is required to help protect US government sensitive information which should not 
leave the GCC compliance boundary.

Copilot ‘Work Tab’ chats will reason over a GCC user's Graph data (SharePoint, 
OneDrive, Outlook, Teams, etc.) an individual has access to. With web grounding OFF, 
Copilot will not query the web to get live real-time web content. Documentation on 
admin controls will be provided by GA.

https://learn.microsoft.com/en-us/graph/overview


CoPilot Rollout Schedule – Wave 1 (10/24)

CoPilot ‘Work Tab’: Quickly access relevant department data, policies, or citizen 
inquiries without extensive searching.

Microsoft 365 App CoPilots (Word, Excel, PowerPoint): Embedded within 
your favorite productivity apps, these intelligent assistants help you craft documents, 
analyze data, and create presentations faster.

Outlook (Mail and Calendar): Manage citizen communications and interagency 
meetings efficiently. Copilot in Outlook streamlines email and calendar management by 
drafting responses, summarizing email threads, and suggesting optimal meeting times.

Teams Chats/Channel: Enhance collaboration across departments. Integrate AI into 
your daily team interactions, summarizing threads, and helping manage conversations 
with contextual awareness.

Intelligent Meeting Recap: Automatically capture key points from important policy 
discussions or public hearings, capturing crucial details facilitating transparent 
governance. The Intelligent Meeting Recap feature generates a comprehensive 
summary of your meetings.



CoPilot Rollout Schedule – Wave 2 (3/25)

Teams Meeting Copilot uses AI to enrich your meetings by generating real-time 

summaries, identifying action items, and tracking follow-ups.

OneNote enhances your notetaking by using AI to generate summaries, organize 

information, and suggest relevant content, helping you efficiently capture and recall 

key insights without sifting through extensive notes. 

Stream automates video content management by generating AI-driven transcripts, 

summaries, and highlight reels, making it easier to find and share critical information 

from recorded meetings or training sessions. 

Planner simplifies task management by using AI to optimize timelines, suggest task 

prioritization, and automatically adjust plans based on real-time changes. 

OneDrive for Business enhances file management by using AI to help you quickly 

locate, organize, and share documents.

Loop accelerates collaborative work by using AI to help you co-create and organize 

dynamic content across teams, streamlining project updates, brainstorming sessions, 

and real-time feedback into actionable plans.



Entra ID Premium

• Monitor risky sign-ins and risk events

• Proactive Risk Alerts

• Conditional Access Policies

• Block non-US Logins

• Block less secure authentication

• Roll out MFA to admins and users



Security Action 
Items!

1. Consider purchasing Entra ID Premium Licenses 

2. Turn OFF User Consent to Apps!!

3. Migrate to the new Authentication Methods admin 
center for MFA and SSPR. More info here: 

LiftOffOnline.com/EntraRevisited

4. Consider Rolling Out MFA to All Staff (at least 
Admins).  More info in our webinar: 

LiftOffOnline.com/MFA

5. Setup Conditional Access Policies including blocking 
non-US logins and blocking legacy authentication. 

6. Setup Identity Protection Policies including Risky 
Users, Risky Sign-Ins and Risk Alerts. More info in 
our webinar here:  

LiftOffOnline.com/EntraPremium



1. Turn on the Admin Audit Log!!

LiftOffOnline.com/Audit

2. Setup Purview retention policies!

LiftOffOnline.com/Retention

3. Off-board Properly!

LiftOffOnline.com/Offboarding

4. Make the most of eDiscovery content 
searching!

LiftOffOnline.com/ContentSearch

5. More in our Compliance Admin Center webinar:

LiftOffOnline.com/Compliance

6. Get Defender for 365 to supercharge mail filtering:

LiftOffOnline.com/ATP

7. Take action if an account is compromised! 

LiftOffOnline.com/Phished

8. Configure SPF, DKIM and DMARC:

LiftOffOnline.com/DMARC

Additional Resources



LiftOff – reach out anytime!

Tom Erdely
365Help@liftoffonline.com

443.292.2201

Brian Reilly
365Help@liftoffonline.com

202.997.0819
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