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The information provided here is for informational and educational purposes and current as of the date
of publication. The information is not a substitute for legal advice and does not necessarily reflect the
opinion or policy position of the Municipal Association of South Carolina.
Consult your attorney for advice concerning specific situations.

Emerging Threats in South
Carolina and Best Practices in
Office 365 Security

Ryan Truskey
SC CIC Director

WHAT WE Do

1. PROVIDE SECURITY SERVICES TO SOUTH CAROLINA'S CRITICAL
INFRASTRUCTURE SECTORS

2. FACILITATE THE CYBER LIAISON OFFICER (CLO) PROGRAM

3. LEAD THE SC CIC TASK FORCE, COMPRISED OF FEDERAL AND STATE
PARTNERS

4. IMPROVE THE OVERALL CYBER POSTURE OF SOUTH CAROLINA
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SC CIC Task Force




CYBER INCIDENTS IN SOUTH CAROLINA
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2024 SC CIC END OF YEAR REPORT
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SC CIC SERVICES
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ADVERSARY IN THE MIDDLE: INITIAL ACCESS
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OAUTH ABUSE: PERSISTENCE & OTHERS
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OAuTH ABUSE: PERSISTENCE & OTHERS

39 ORGANIZATIONS IMPACTED IN SC

OAUTH ABUSE: PERSISTENCE & OTHERS
https://security.microsoft. itlogsearch




OAUTH ABUSE: PERSISTENCE & OTHERS
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365 BEST PRACTICES

1. IMPLEMENT PHISH-RESISTANT MULTI-FACTOR AUTHENTICATION (MFA)

2. USE CONDITIONAL ACCESS POLICIES
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v »
3. UTILIZE PRIVILEGED IDENTITY MANAGEMENT e . o
b ]
4. CONSIDER CUSTOM PASSWORD BAN LIST - =
L &
i L]
5. SECURE MICROSOFT TEAMS L
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PHISH-RESISTANT MFA

¢ FID02 SECURITY KEYS:

e WINDOWS HELLO FOR BUSINESS:

e CERTIFICATE-BASED
AUTHENTICATION:
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CONDITIONAL ACCESS POLICIES

ToP 3 RECOMMENDED:

1) AzURE AD JOINED DEVICES
EASIER THAN ENSURING COMPLIANCE ON EVERY DEVICE

2) RESTRICT ACCESS BASED ON LOCATION
FACTOR IN VENDORS, PARTNERS, AND TRAVEL HABITS OF
EMPLOYEES TO AVOID BUSINESS DISRUPTION

3) BLOCK UNUSED OPERATING SYSTEM
REVIEW AND CONFIRM 0SS IN ENVIRONMENT PRIOR TO
ROLLING OUT
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CONDITIONAL ACCESS POLICIES
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CONDITIONAL ACCESS POLICIES
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CONDITIONAL ACCESS POLICIES

CONDITIONAL ACCESS POLICIES

AuDIT LOGGING AND ALERTING

RETENTION POLICIES




PRIVILEGED IDENTITY MANAGEMENT (PIM)

KEY FEATURES:

*Provide just-in-time privileged access to Microsoft Entra ID and Azure resources
+Assign time-bound access to resources using start and end dates

*Require approval to activate privileged roles

«Enforce conditional access to activate any role

«Use justification to understand why users activate

«Get notifications when privileged roles are activated

«Conduct access reviews to ensure users still need roles
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PRIVILEGED IDENTITY MANAGEMENT (PIM)
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PRIVILEGED IDENTITY MANAGEMENT (PIM)
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PRIVILEGED IDENTITY MANAGEMENT (PIM)
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CustoM PASSWORD BAN List

hitps://learn.microsoft

CustoM PASSWORD BAN List




CustoM PASSWORD BAN LISt

CONSIDERATIONS AND LIMITATIONS:

v' Can contain up to 1000 terms
v Is case-insensitive

v' Considers common character substitution,
such as "o0" and "0", or "a" and "@"

v The minimum string length is four characters,
and the maximum is 16 characters

https://learn.microsoft.com/en-us/entra/identity/authentication/tutorial-configure-custom-password-protection}

CustoM PASSWORD BAN List
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https://learn.microsoft. identit i i i d-protectior

TEAMS AND QuICK AssIST ABUSE

endmicro.com/en arch/25/b/black:basta: cactus-ransomware- ht




TEAMS SECURITY
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GRANTS

QUTH CARQIINA CRITICAL

GRANTS

The State Administrative Agency (SAA) is the only
entity eligible to apply for and submit the
application for the State and Local Cybersecurity
Grant Program (SLCGP), Homeland Security Grant
Program (HSGP) and its component programs.
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Soteria Inspect

Overview

More than 200 inspection points for

Microsoft 365 tenants
Identifies areas of risk and
misconfigurations

Tracks configuration changes

Reports changes over time

AUTOMATED

This option provides automated
comprehensive scans using the Soteria
Inspect Saa$ platform, with automated
report delivery.

MANAGED

This option contains everything in the
automated option and adds monthly
touchpoints with Soteria. The meetings
cover tailored remediation advice, cloud
threat intelligence, and more.
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